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Cyber attacks in the United States continue to devastate and disrupt day-to-day operations in the

private and public sectors. Marked by events like the ransomware attack on Colonial Pipeline that

created gas shortages and increased prices, cybercrime impacts everyday citizens, even if they are

not directly targeted by an attack. The Department of Homeland Security (DHS) reported that in

2020 there were “over $4 billion in cybercrime losses reported to the U.S. government.” 1  This

growing cybersecurity threat has only been exacerbated by the rise of cryptocurrencies like Bitcoin

and exposed network vulnerabilities from those working from home during the pandemic. 2

In response to this in�ux of cyber attacks, the Biden Administration has taken steps to both bolster

the federal government’s ability to detect and respond to cyber attacks as well as protect its own

systems. 3  The Department of Energy (DOE) and DHS have both made cybersecurity a top priority in

their latest initiatives. President Biden called on DOE to launch a 100 day plan aimed at preventing
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disrupted services for electric utilities, and DHS announced a series of 60-day “sprints” to support

private and public partners against ransomware. 4

The FY2021 National Defense Authorization Act also created the �rst U.S. National Cyber Director,

tasked to lead the implementation of U.S. cyber policy and strategy, and rapidly improve

cybersecurity defense capabilities. Although ransomware attacks have spiked, the federal

government has made inroads on combatting cyber criminals. The Cyber Enforcement Budget for

FY2022 should continue funding and seek to build on the key improvements and actions taken by

the Biden administration.

In this guide, we will look at the budget implications for cyber enforcement, recommendations for

Congress, and provide a detailed breakdown of the proposed budget’s funding allocations.

Speci�cally, we recommend that Congress should:

Restore the $15 million of funding cut from the State Homeland Security Program. The program

provides critical grants to states that require recipients spend at least 10% of their grants on

cybersecurity needs.

Require an alignment of cybercrime goals and outcomes across law enforcement agencies within

the Departments of Homeland Security, Justice, and Treasury.

Ensure that federal agencies are prepared to implement President Biden’s cybersecurity

executive order.

 

The funding for 17 federal agencies tasked with
combatting cybercrime equals that of the Defense
Department’s cyber operations.
In President Biden’s proposed budget, roughly $4.4 billion is allocated to 17 civilian agencies and

departments to combat cyberattacks and cybercrime, which nearly equals the $4.3 billion solely

allocated for the Defense Department’s (DOD) cyber operations. 5  The President’s proposed budget

includes $9.8 billion for all civilian cybersecurity activities, with nearly half devoted to protecting

and improving federal IT systems and networks. 6  The remaining $4.3 billion is devoted to

providing grants to localities, increasing the resilience of private critical infrastructure, disrupting

cybercriminals' computer infrastructure, and investigating and prosecuting cybercriminals. The

proposed budget includes new lines of funding, such as standing up the O�ce of the National Cyber

Director, creating a Cyber Response and Recovery Fund, and establishing the Joint Cyber Planning

O�ce. The Administration also increased active civilian defense measures by over $218 million.

Despite this increase, the budgets of these 17 agencies combined nearly equals DOD’s cyber

operations budget. While the Defense Department engages in o�ensive operations that disrupt
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foreign adversaries' cyber capabilities, state and non-state actors have not been deterred from

launching devastating ransomware attacks and other cyber attacks against the United States.

Therefore, Congress must ensure that civilian agencies have the commensurate resources to

develop resiliency against the inevitable ransomware attacks and establish partnerships with state,

local, private, and international stakeholders to hold bad actors accountable.

This must start with the restoration of funding to the State Homeland Security Program. This DHS

program provides cybersecurity grants to states and local governments to assist them in bolstering

their own cyber capabilities. In the proposed budget, the program saw a $15 million decrease, which

means that the 7.5% increase for cyber grants pulls from other priorities.  This means that $44.6

million is available in cyber grants for all states, territories, and DC with an average cyber grant of

just under $800k. 7

The decrease in funding combined with the 7.5% allocation to cyber grants comes at a time when

state and local governments need signi�cantly more resources to address this increasing threat.

Instead of 7.5%, Congress should require that grant recipients spend at least 10% of their grants on

cybersecurity needs. This would increase the funding allocated to cybersecurity from $44.6 million

to nearly $60 million, with the average cyber grant of just over $1 million. Cybersecurity and cyber

enforcement needs will only continue to increase, with state and local governments as frequent

targets.[9] Providing additional resources at the state and local level is especially critical when they

lack the same defense capabilities as the federal government.

Federal agencies currently lack uniform standards
of performance.
The combination of federal agencies tasked with protecting federal networks and the private sector

necessitates that they often collaborate with one another. Responding to the Darkside variant of

ransomware or providing election security during Super Tuesday required massive collaborative

e�orts from the Cybersecurity and Infrastructure Security Agency (CISA), Federal Bureau of

Investigation (FBI), and DHS, among many others. 8  While working together remains integral to

ensuring the protection of our networks, each agency carries with it distinct responsibilities,

capabilities, and mission statements. Coordination happens at multiple levels across multiple

agencies and making sure that these moving parts all work e�ectively is vital.

Two recent developments have also altered the way that these federal agencies collaborate and

coordinate cyber enforcement operations. In November 2018, the Cybersecurity and Infrastructure

Security Agency Act was passed and signed into law, creating CISA, an independent federal agency

under DHS “in charge of physical and cyber-security of federal networks and critical

infrastructure.” 9  Since its restructuring from the National Protection and Programs Directorate

(NPPD), CISA has quickly seen its authority and budget expanded, especially during the early

months of the Biden Administration. On May 12, 2021, President Biden signed an executive order for
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CISA to lead and work with other federal agencies on cyber issues like information sharing,

detection of cyber incidents, and response coordination. 10

Even more recently, the O�ce of the National Cyber Director (NCD) was added within the White

House itself. A product of the Cyberspace Solarium Commission, the NCD creates another

stakeholder with its own sprawling set of powers. This includes serving as the senior advisor to the

President on cyber-related issues, coordinating with federal agencies on responding to cyber

attacks, and collaborating and corresponding with the private sector. 11  This also coincides with

President Biden’s decision to create the position of Deputy National Security Advisor for Cyber and

Emerging Technology. 12  This level of coordination on cybersecurity is crucial to combatting bad

actors, but unfortunately is not the reality when it comes to standards of performance used to set

federal agency budgets.

The President’s proposed budget is calculated based on recommendations made by federal agencies.

Each agency has their own set of goals and standards of performance that help them determine

where funding should go for that respective �scal year. While this process is typical of all federal

agencies, this creates a situation where funds are potentially misaligned and misallocated to handle

the collaborative mission of cyber enforcement in the federal government. Most of these federal

agencies saw a net increase in their funding for FY22, but that does not necessarily indicate that

that funding is appropriately allocated to the nation’s overall cyber needs. 13  With speci�c

mandates and authority granted to these federal agencies, an alignment of budgetary needs would

correct the current budget process by tying funding to a common mission, rather than separate

agencies. By treating the cyber enforcement budget as a singular budget, rather than a collection of

individual budgets submitted by each agency, Congress would be better able to isolate and

appropriate the necessary resources.

This is especially needed with the rise of CISA and the NCD. As the president’s senior advisor on

cyber-related issues, the NCD will be responsible for “[reviewing] agency budgets in coordination

with the O�ce of Management and Budget and the NSC” as well as making policy

recommendations to those respective agencies. 14  While this authority may serve as a backstop for

unnecessary spending within respective agencies, it still creates a piecemeal cyber enforcement

budget. With federal agencies still adhering to their own standards of performance, the NCD’s

review of their respective budgets is unlikely to lead to the necessary realignment of resources.

As the “quarterback” of cybersecurity, CISA has an outsized role in the detection, protection, and

response to cyber attacks within the federal government. CISA’s “quarterback” role will be at its

most e�ective when their mission, capabilities, and resources are properly aligned across the board.

By ensuring that funding is tied to a holistic view of agencies working on cyber enforcement, those

conditions can be achieved.
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More funding is needed to maximize our return on
investment in increased cyber capabilities.
The Biden Administration has made tremendous strides in shining a light onto cybersecurity in the

wake of a series of devastating attacks. While the e�ects of these attacks are still being felt by

everyday Americans, the response has been immediate. The culmination of this increased focus

came in the form of President Biden’s executive order meant to strengthen federal networks and

contractors in the event of a cyber intrusion. This sweeping executive action “pushes speci�c

actions to modernize cybersecurity in the federal government, such as zero trust architecture,”

secure cloud services, and multi-factor authentication among other initiatives. 15  Each agency was

given 60 days to update its existing policies around these modernization e�orts. The O�ce of

Management and Budget (OMB) and CISA were given 90 days to “develop a Federal cloud-security

strategy and provide guidance to agencies accordingly.” 16  The pillars set forth in this executive

order take crucial steps to securing our federal networks, but implementation may be more di�cult

if appropriate funding and resources are not set aside.

Problematically, clearly not all federal agencies are starting on equal footing. The DOD’s existing

infrastructure and budget framework places it in a position to implement these changes more

e�ectively than other agencies who already start o� with a smaller budget. These disparities could

hinder the uniform implementation across all agencies that is needed to protect the government’s

systems. There are mechanisms within the executive order that are aimed at correcting this, but

those fall short of the mission at hand. The executive order mandates that “based on identi�ed

gaps in agency implementation, CISA shall take all appropriate steps to maximize adoption by FCEB

[Federal Civilian Executive Branch] Agencies of technologies” for items like multi-factor

authentication. 17 While this makes sense with CISA being the government’s head cybersecurity

agency, it currently faces a daunting task of maximizing these adoptions with static or incomplete

funding.

Issues with an agency-by-agency approach to funding complicates any push for modernization.

CISA’s maximation e�orts can only go as far as an agency’s budget will allow it, leaving certain

agencies and programs worse o� or overstretched. This is not to say that CISA would not �nd ways

to work towards closing those gaps, but certain agencies will face a di�erent ceiling on how far

those e�orts can go. Agencies that do not meet this 180-day goal can “provide a written rationale

to the Secretary of Homeland Security through the Director of CISA, the Director of OMB, and the

APNSA.” 18  This will just leave agencies behind that cannot make up the disparity in the amount of

time given with the resources currently allocated to them. The proposed FY22 budget does not

account for these changes mandated by the executive order and the pillars within that order will

require maintenance and monitoring that currently is not needed. Existing vulnerabilities would be

exacerbated if agencies were allowed to fall even further behind. Agencies must be provided

necessary funding based on a whole-of-government approach and analysis of cyber threats.



6

Conclusion
Cybercrime will only continue to rise and the government’s cyber capabilities must rapidly progress

to meet the challenge. The Biden Administration understands this need and has begun to adjust

accordingly with sweeping executive action and a government-wide focus on cybersecurity. This

year’s proposed cyber enforcement budget seeks to build o� this momentum, but Congress needs

to ensure that all relevant agencies are properly equipped and funded to protect our government

networks. Congress also needs to extract the existing collaborative framework of all relevant cyber

enforcement agencies and apply it to the budget process. As everyday Americans feel the burden of

cybercrime, it is more crucial than ever for the federal government to take smart and sustained

actions.
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