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Takeaways
Russia’s aggressive moves in cyberspace and e�orts to

undermine European solidarity mean it remains a

security challenge, despite its crumbling economy. A

tough and smart Russia policy means using various

aspects of U.S. power to push back against Putin in

cyberspace and Eastern Europe, while keeping an open

line to Moscow on issues that require cooperation,

including:

Counterterrorism and the civil war in Syria

Reducing the threat of nuclear weapons

Access to Afghanistan

Space cooperation
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Russia maintains the world’s largest nuclear arsenal, and is

the sole country—other than the United States—with the

capability to completely destroy the planet. Its once-decrepit

military has undergone signi�cant modernization,

outmatching U.S. forces in some areas. 1  Russia remains an

in�uential international actor. With its permanent seat on

the United Nations Security Council (UNSC), Russia can veto

U.S. proposals. In almost every area that is of concern to U.S.

national security, U.S. o�cials must contend with Russia.

Most often, that means dealing with Russian President

Vladimir Putin, who controls state media, eliminates or

silences his political opponents, and maintains an iron grip

on political power.

Getting Tough On Eastern
Europe and NATO
Russian aggression has revived NATO’s purpose: countering

Russia. Putin’s military intervention in Eastern Ukraine has

convinced Eastern European governments to boost defense

spending and forge closer ties with the United States. In

December 2015, NATO grew to include Montenegro, adding

its �rst new member since 2009. Other European nations, like

Finland and Sweden, have moved to strengthen their ties

with NATO. 2

Nevertheless, Russia bene�ts from close proximity to NATO

allies, in particular Estonia, Latvia, and Lithuania. Russian

forces could capture substantial territory in a surprise

invasion. 3  The United States and its allies are hardening

their defenses and updating war plans to address new Russian

tactics, 4  but in the short-term, we must avoid giving Russia

a pretext to escalate tensions.

Being Smart on ISIS and Syria
In September 2015, Russian military forces began attacking

Syrian rebels to help guarantee the survival of the Assad

regime. Since then, Russia has continued to conduct

operations in Syria and has even bombed humanitarian aid



convoys supplying rebel-held areas. 5  Russia’s military

involvement and commitment to the Assad

government 6  mean that any political solution to the civil

war will likely require cooperation between Washington and

Moscow. Although the U.S. and Russia worked together to

broker cease�res in February and September of 2016, those

truces have frequently been violated by actors on both sides

of the con�ict. 7

While cease�res have been largely unsuccessful, the U.S. and

Russia should continue to communicate to avoid

confrontations between their air forces operating in

Syria 8  and work toward a future political solution to the

con�ict.  In addition, any U.S. response to Russian actions in

the Middle East must be mindful of the U.S. objectives of

defeating ISIS and getting rid of Assad. 9

Being Smart on Nuclear
Weapons
Russia is indispensable to preventing the spread of nuclear

weapons, securing stockpiles of nuclear materials, and

preventing nuclear terrorism. The United States and Russia

have shared this commitment through various arms control

agreements, including the New START Treaty. Russian

cooperation has been and will continue to be essential to

enforcing the terms of the 2015 nuclear agreement with Iran,

the Joint Comprehensive Plan of Action (JCPOA). Russia was

responsible for removing 25,000 pounds of enriched uranium

from Iran, e�ectively reducing Iran’s stockpile to 300

kilograms - as required under the JCPOA. 10  Russia will be a

necessary player in any nuclear negotiations with North

Korea as well.

Both the United States and Russia are modernizing their

nuclear arsenals 11  and must work closely to maintain

transparency into their weapons development. The U.S. and

Russia signed the Intermediate-Range Nuclear Forces (INF)

Treaty in 1987 in an e�ort to ban certain nuclear and

conventional land-based missiles. In 2013, the U.S. reported



that Russia was in violation of this treaty. 12  Although the

U.S. has brought this violation to Russia’s attention, nothing

of consequence has been done. The United States and Russia

should revive previous cooperation to secure loose nuclear

fuel, which they have all but abandoned, and continue to

pursue e�orts that prevent the proliferation of nuclear

weapons. 13

Being Smart on Afghanistan

Cooperation with Russia is necessary to assist the U.S.

mission in Afghanistan. Currently, the U.S. plans to keep

8,400 U.S. troops in Afghanistan until the end of Obama's

term, 14  and special operations forces will also remain for the

foreseeable future. Flying supplies into Afghanistan is

expensive, so U.S. forces need ground access into the

landlocked country. Convoys traveling through Pakistan (in

blue) are exposed to insurgent attacks, and Pakistan has

occasionally cut o� access. The United States may need to

depend on railroads running through Russia (in green) to

supply U.S. troops in Afghanistan. Washington should not

allow chilly relations with Moscow to put our military at risk

and impede e�orts against terrorists.

Being Smart on Space
The U.S. and Russia work closely on space exploration.

Until 2017, when NASA plans to deploy its Orion space

capsule, the Russian space agency will bring American

astronauts to the International Space Station (ISS). Many of

the space rockets used by American companies to loft U.S.



satellites into orbit use Russian rocket engines, although the

U.S. military cannot use them. 15  The United States is

working to reduce reliance on Russia for its space activities,

but until that time, we must ensure that tensions on Earth do

not a�ect our operations in space. Furthermore, as the two

most experienced space-faring nations, the United States

and Russia must work together to mitigate the impact of

space debris that can damage or destroy space assets.

Getting Tough on Russian
Hacking
Russia-based hackers have been tied to attacks on the

Democratic National Committee, 16  the penetration of voter

registration systems in Arizona and Illinois, 17  and even

espionage operations against the U.S.’s power

grid. 18  Russian hackers have also targeted pro-U.S.

governments – they crippled Ukraine’s vote-tallying

network before a crucial election, 19  attacked NATO member

Estonia’s banking and telecom systems, 20  and assaulted

Georgian servers as a prelude to Russia’s invasion of that

country. 21

Though some believe the U.S. should respond in kind to

Russian cyberattacks, such an approach should be reserved

for attacks on critical infrastructure and voting systems.

Using cyber weapons against Russia might provoke an “arms

race” that could harm the U.S. technology sector and

consume taxpayer resources. 22  Rather, many cyber experts

have suggested that the U.S. deploy an interdisciplinary

response 23  to Russian aggression by using targeted

sanctions, 24  prosecutions of enemy hackers, 25  and

enhanced government cooperation with the private

sector. 26  In addition, Russian cyber aggression may be

checked by increases in funding for cybersecurity outlined in

Defense Secretary Ash Carter’s recent budget request. 27
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