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Allegations of intrusive U.S. government electronic

surveillance activities have raised international outcry and

created antagonism between U.S. technology companies and

the government. Without a bold and enduring reform,

American companies will continue to su�er a competitive

disadvantage from perceptions of U.S. government intrusion

into their data. We propose bringing electronic surveillance

collection from U.S. companies into an existing statutory

framework in order to reassure international customers and

to respect the rights of U.S. companies operating abroad.

The Problem
In the wake of the Snowden revelations, people around the

world have become uneasy about the security of their

communications that �ow through the servers of American

companies. 1  They now fear—not without reason—that the

NSA has broad access to a wide range of their data that may

not have any direct relevance to the core foreign policy or

security concerns of the United States. 2

Snowden has also alleged that the NSA accessed American

companies’ data without their knowledge. 3  American

technology companies reacted with outrage to media reports

that, unbeknownst to them, the U.S. government had

intruded onto their networks overseas and spoofed their web

pages or products. 4  These stories suggested that the

government created and snuck through back doors to take

the data rather than come through well-established front

doors. 5

Beyond the broad implications for civil liberties and

diplomacy, these fears led to two immediate consequences for

the industry: First, many U.S. companies shifted to an

adversarial relationship with their own government. They

Published March 19, 2015 • 12 minute read

https://www.thirdway.org/
https://www.thirdway.org/about/leadership/mieke-eoyang
https://www.thirdway.org/about/leadership/mieke-eoyang
https://www.twitter.com/MiekeEoyang


moved to secure and encrypt their data to protect the privacy

rights of their customers. 6  They are pushing for reform. 7

They are building state-of-the-art data centers in Europe

and sta�ng their high-paying jobs with Europeans, not

Americans. 8  They are challenging the government in court. 9

Second, international customers of U.S. technology and

communications companies began taking their business

elsewhere. Brazil decided against a $4.5 billion Boeing deal

and cancelled Microsoft contracts. 10  Germany dropped

Verizon in favor of Deutsche Telekom. 11  Both of these

examples suggest that if even friendly governments can go to

the expense and trouble of dropping American companies,

foreign individual and corporate customers could certainly

decide to switch their data providers for greater privacy

protection. Simply put, the reputational harm had a direct

impact on American companies’ competitiveness—some

estimate that it has cost U.S. tech �rms $180 billion thus

far. 12

Defenders of the programs may argue that the Snowden

allegations are overblown or that foreign companies are just

using the revelations for their own protectionist purposes.

But it doesn’t matter if the allegations are actually true

because the global public believes them to be true, and they

are therefore real in their consequences.

In many ways, the Snowden revelations have created a sense

of betrayal among American companies. Some had been

providing information to the NSA through existing legislative

means – either under Section 215 of the USA Patriot Act, 13  or

under Section 702 of the FISA Amendments Act (FAA). 14  It

was unsettling to read stories that, outside of this statutorily

compelled cooperation, the government had been getting

access to huge amounts of their data in other unauthorized

ways. As one tech employee said, “the back door makes a

mockery of the front door.”

Fixing the Problem Means Changing
the Existing Legal Framework



Currently, the U.S. collects electronic communications under

four main authorities.

For collection occurring under both 215 and 702, the

companies would have been served with an order compelling

production of their data. But outside the U.S., Executive Order

12333, 15  the long-standing guidance for foreign intelligence

activities, would govern the kind of collection that has caused

international outrage.

E.O. 12333, signed by President Reagan, set the ground rules

and authorization for foreign intelligence collection when the

nation’s primary security threat was the Soviet Union. At that

time, traditional intelligence activities would have been

focused on other nation-states—identifying their spies,

trying to recruit spies for the U.S., and trying to steal other

countries’ secrets while protecting our own. But the growth

of terrorist groups’ capabilities, and particularly the 9/11

attacks, helped dissolve the separation between traditional

overseas espionage and counter-terrorism.

As the nation was grappling with new threats posed by

terrorism, people around the world were sharing more and

more of their information online and using mostly American

companies to do so. Yet the legal framework that had once

recognized privacy rights was ill-suited to the Internet Age.

The Intelligence Community’s traditional position that

constitutional rights like the Fourth Amendment’s privacy

protections didn’t apply to non-Americans outside the U.S.

might have been clear when travelling and communicating

internationally were more di�cult. But today’s free-�owing

movement of people and data means that the “nationality”

of an individual’s communications is far less obvious. 16



While extending constitutional or privacy protections to

foreigners abroad is a tricky legal proposition, for many their

data is being held by entities that are entitled to the due

process and privacy protections of the U.S. Constitution:

American companies. Our tech �rms often act as custodians

of other people’s data, and as such don’t have the same

heightened privacy interests as the targets of that data. But

accessing the companies’ data without even giving notice to

the owner of the servers raises serious constitutional

questions.

As a politician once famously noted, “corporations are people

too.” 17  As a legal (if not political) matter, he was right—

these American tech companies are “U.S. Persons,” and they

therefore should know when the government seeks to access

the data they possess. The companies should be entitled to

notice, especially since they can be compelled to cooperate

with law enforcement requests to hand over user data. Those

protections should hold true regardless of whether the user

data sought by the U.S. government is that of Americans or

non-Americans.

In addition to those privacy protections that all U.S. persons

enjoy under the Constitution, both at home and abroad,

surveillance reform should meet the following principles

when dealing with information about or from Americans:

The U.S. government should have a process, consistent

with the Constitution, to acquire from companies the

information that it needs to secure the country.

The U.S. government should have a national security

reason to collect the information that it requests.

U.S. companies should not have to fear unauthorized

access to their data or products from their own

government.

Any process to acquire information from U.S. companies

should have safeguards to prevent misuse or intentional

over-collection.



The Solution
Include Overseas Collection from
American Companies in Existing
Statutory Frameworks
In order to meet the principles above, we propose that FAA’s

702 framework be the exclusive means for conducting

electronic surveillance when the information is in the custody

of an American company (“FAA Exclusivity”). Section 702 of

FAA provides procedures to authorize data collection of

foreign targets reasonably believed to be outside the U.S. It

empowers the Attorney General (AG) and Director of National

Intelligence (DNI) to jointly certify a high volume of targeting

and does not require the requesters to identify speci�c non-

U.S. persons who will be targeted. Under this 702 framework,

information on foreigners that’s in the custody of a U.S.

company should be subject to the following rules:

1. The data must relate to targets “reasonably believed” to

be outside the U.S. (can include foreign persons,

governments or their factions and similar entities).

2. The AG and DNI must jointly submit annual

“certi�cations” to the Foreign Intelligence Surveillance

Court (FISC).

3. Certi�cations must identify categories of foreign

intelligence targets that the Government wants to

surveil electronically; they do not need to identify

speci�c persons to be targeted.

4. Certi�cations may include information or

representations from other federal agencies authorized

to cooperate with the AG, DNI, or Director of the NSA.

5. Certi�cations must be reviewed by the FISC, which can

authorize the targeting if they deem that the statutory

requirements have been met.



6. After the certi�cations are approved, the AG and DNI

issue (written) “directives” to the providers, ordering

them to assist the government.

7. Collection should be executed with the appropriate

“minimization procedures” in place to limit the

acquisition, retention, and dissemination of any non–

publicly available U.S. person information acquired

through the Section 702 program.

8. The AG, in consultation with the DNI, must adopt FISC-

approved targeting and minimization procedures that

are “reasonably designed” to ensure that the

Government does not collect wholly domestic

communications, and that only persons outside the U.S.

are surveilled.

9. The AG and DNI must also create acquisition guidelines

(which are not subject to FISC approval).

Advantages of an FAA Framework
Shifting the legal authority for collection of data in the

custody of an American company from E.O. 12333 to an FAA

framework would have a number of advantages. Most

importantly, it would create a way for the government to get

the data it needs from American companies while giving

those �rms assurances that their data would not be accessed

in other unauthorized ways. In particular, the FAA framework

would create speci�c purposes for which the information

could be sought, rather than allow the indiscriminate

scooping up of every aspect of a person’s communications.

FAA’s stated purpose is to acquire foreign intelligence

information, which it de�nes as "information that relates to

the ability of the U.S. to protect against an actual or potential

attack by a foreign power; sabotage, international terrorism,

or the proliferation of weapons of mass destruction by a

foreign power; or clandestine intelligence activities by a

foreign power."



The FAA framework would also create a requirement that the

Executive Branch explain how the information sought meets

the statutory purposes. And there would be the additional

check of an independent judge who would review the

certi�cations and issue directives. Though this process is ex

parte, and therefore a potential rubber stamp for the

government, there have been no documented instances of

intentional abuses of the system in seeking information

beyond the statutory purposes.

Finally, the FAA framework would subject information sought

from U.S. companies to the statutory oversight requirements

of the law. These are extensive and explicit. 18

In addition to FAA’s inherent protections, FAA Exclusivity

would send a powerful message to the rest of the world: when

the U.S. conducts electronic surveillance overseas from

American companies, it is doing so for a particular national

security purpose. The FAA structure with FISC review provides

an independent check that the statutory purposes are met.

Through transparency agreements with the government, the

American companies would be able to provide their customers

with some sense of how many requests are made.

FAA Exclusivity would not change the E.O. 12333 authorities

with respect to non-U.S. companies. It would not change E.O.

12333 authorities when the Executive Branch seeks to obtain

the information in some way other than through a U.S.

company that holds the data (i.e. traditional espionage, like

breaking into a target’s laptop, parking a surveillance van

outside their house, or sending a spy, would still be

permissible).

Of course, FAA Exclusivity wouldn’t solve every problem. It

would not prevent foreign governments from collecting

information themselves and then providing it to U.S.

intelligence agencies, as U.S. law cannot bind a foreign

government. And some may argue that FAA provides

inadequate civil liberties protections for Americans. This

proposal says nothing about the adequacy of that statute in

this respect. What it says is that for data held by an American



company about a target that is not a U.S. person, the checks

within FAA are stronger than those solely under E.O. 12333.

Others have argued that the FAA shifts the burden of

cooperation solely onto the company, which will su�er

greater reputational harm as a more witting participant in

a�rmatively granting the government’s requests. However,

companies have su�ered reputational harm as a result of

allegations of unwitting cooperation. Making the cooperation

known, even if it’s secret, gives the companies the

opportunity to account for it in their own planning.

The move by certain U.S. companies to place subsidiaries in

foreign ownership to resist requests by the U.S. government

presents an interesting twist on this idea. In shifting the

balance back to increased protections for U.S. companies, this

legislation would change the incentives so that claiming U.S.

law would have operational advantages in giving companies

uniformity of law for all their data. This would also encourage

the use of a single choice of law for all data governed by a

company—that of the nationality of incorporation—rather

than encouraging a choice of law patchwork to govern the

data as it �ows around the world.

Finally, some foreign multinational companies operating in

the U.S. and abroad may argue that this is inconsistent with

principles that we treat all companies operating in the U.S.

the same way for purposes of law. While that would remain

true under this proposal, it would create a di�erence in how

the U.S. treats U.S. companies operating abroad compared to

how it treats foreign companies abroad. But stretching the

U.S. Constitution to foreign companies abroad is to stretch

the document too far. If, on the other hand, those companies

see advantage in changing their nationality to U.S. in order to

claim protections of those laws, then that is the corporate

version of the kind of immigration patterns that America has

seen since its founding.

Conclusion



Using FAA’s framework as the exclusive means to access data

that U.S. companies are holding will give the Intelligence

Community a statutory framework to be able to get the

intelligence information that it needs to protect the nation

while restoring the trust relationship between the companies

and our government. In addition, it will help restore the faith

of foreign governments and customers that when American

companies are acting overseas, they bring with them

American values, including those of privacy protections.
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