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Takeaways
The United States is facing a massive cybercrime wave,

yet there are no comprehensive statistics available on

the size and scope of the problem and law

enforcement’s actions against it. Without these

statistics, it is di�cult to make an informed case for

policy changes to reduce the cybercrime wave and bring

cybercriminals to justice.

There are three major buckets of data that do not

currently exist in the United States in full that

policymakers need to address: 1) the magnitude and

costs of cybercrime, 2) the extent of law enforcement

e�orts to counter cybercrime, and 3) the impact of

these law enforcement e�orts in reducing cybercrime.

This memo details the current state of cybercrime

metrics and recommends Congress take the following

actions to address the gaps in available data:

1. Establishing a Baseline: Require the Federal Bureau

of Investigation (FBI) and the Department of Justice

Published October 1, 2019 • 21 minute read

https://www.thirdway.org/
https://www.thirdway.org/about/staff/ishan-mehta
https://www.thirdway.org/about/staff/ishan-mehta
https://www.twitter.com/ishan_tweeting


(DOJ) to report data that these entities already collect

(or did collect) on cybercrime but is no longer made

public. This includes:

 Releasing arrest numbers for cybercrime in the

annual incident-based reporting data released by

the FBI.

 Publishing data as part of the FBI’s annual

Internet Crime Complaint Center (IC3) reports

that assesses perpetrators of cybercrime in cases

investigated by the FBI.

 Reinstating an updated DOJ Bureau of Justice

Statistics’ (BJS) National Computer Security

Survey, which is a private sector survey on

cybercrime.

2. Reforming Incident Data Systems: Advance

legislation that takes into account the

recommendations laid out by The National Academies

of Sciences, Engineering, and Medicine (NAESM) in

2018. These recommendations would establish a new

crime incident reporting system that measures the

harm caused by cybercrime.

3. Evaluating Success: Ask the Government

Accountability O�ce (GAO) to study the current

mechanisms that the U.S. government uses to measure

and evaluate the e�ectiveness of its e�orts to reduce

crime and their e�ectiveness and applicability to

cybercrime.

There is a cybercrime wave in
the United States but we can’t
measure it.



The United States is facing a cybercrime wave that threatens

America’s economic and national security. America’s

cybercrime wave has targeted every sector of the U.S.

economy and hit state and local governments across the

country. Yet, we neither have substantial metrics to measure

the extent of this problem nor an assessment of the e�orts

taken to counter it.

Just in the summer of 2019, the City of Baltimore, the Georgia

courts system, and Lake City, Florida were the victims of

ransomware where hackers deny access to users’ own

computers until a ransom is paid. Malicious cyber actors have

attacked health care systems and critical infrastructure in the

United States, such as Industrial Control Systems (ICS) and

the electric grid. 1  Academics have estimated that about half

of all property crime is now cybercrime. 2

There is limited data on the size and scope of the cybercrime

wave. There were over 350,000 cybercrime incidents reported

to the FBI in 2018, a 16% increase from the year before. 3  The

White House Council of Economic Advisers estimated in 2016

that malicious cyber activity costs the U.S. economy up to

$109 billion annually. 4  Law enforcement has not done

enough to counter this malicious activity, allowing

cybercriminals to continue to operate with impunity. Third

Way’s analysis of publicly available data estimates that less

than 1% of cyber incidents see an arrest of the perpetrator,

recognizing that this data is incomplete. 5

Cybercrime data has been unreliable and inconsistent across

government agencies. There is also reason to believe that the

numbers the government releases on cybercrime rates are

severely underreported. A Gallup poll from 2018 showed that

one in four American households have experienced

cybercrime in the previous year. 6  That is exponentially

larger than the number of cybercrime incidents reported

annually by the FBI. Additionally, other estimates have shown

the cost of cybercrime to be much higher than the 2016 White

House estimate with some saying that cybercrime costs up to

a trillion dollars. 7  While these private sector reports have



their own methodological challenges and should not be taken

at face value, they are given credence because the U.S.

government does not have comprehensive metrics of its own.

Without metrics on the rate of cybercrime, the law

enforcement actions taken against cybercriminals, and the

impact these actions have on combating the threat, it will

continue to be di�cult for policymakers to make decisions

about needed policy changes in order to assess the adequacy

of current public policy approaches. To make progress in the

�ght against cybercriminals, there needs to be an extensive

assessment of current government e�orts across all agencies

to determine what is working, what can be ampli�ed, and

what needs to change.

There is a cybercrime wave in
the United States but we can’t
measure it.
There are three major buckets of cybercrime data that need to

be improved: 1) the size and cost of the cybercrime problem,

2) the extent of law enforcement e�orts to counter

cybercrime, and 3) the impact these law enforcement e�orts

have in reducing cybercrime.

1. Measuring the size and cost of the
problem
If we don’t understand the pervasiveness and cost of the

cybercrime wave, it is impossible to know if our e�orts are

adequate. Unfortunately, the U.S. government does not

collect and report consistent metrics on the magnitude and

impact of cybercrime in the United States. This includes the

number of cybercrime incidents that hit victims in the

country and their costs to them. We need to count every

victim of a crime. Without proper statistics to count the

number of incidents, we do not know as a society how big a

problem cybercrime is. Without metrics for costs, we do not

know the impact of these crimes.



Measuring the size of the cybercrime wave

The U.S. government admits that the data it collects on

cybercrime incidents annually is an undercount. The FBI’s IC3

program releases annual reports that include the number of

cyber incidents in the United States. 8  However, this number

only includes the incidents that are self-reported by victims

through the IC3’s online portal. By the IC3’s own estimate,

this number only represents 10-12% of the total number of

incidents in the country because most victims do not report

their victimization. 9  However, non-government sources

show this problem to be larger. Gallup found that one in four

households were a victim of cybercrime in 2018. If that poll is

accurate, it would mean that the FBI collects about 1 in 90 of

all cybercrime incidents in its IC3 database.

Unfortunately, the U.S. government does not
collect and report consistent metrics on the
magnitude and impact of cybercrime in the
United States.
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The government is not reporting all the data it possesses.

Multiple federal agencies also collect crime complaints

through other means but do not report numbers publicly. For

 



example, iGuardian is a secure portal allowing FBI partners

within criticall telecommunications, defense, banking and

�nance, and energy infrastructure sectors to report cyber

incidents to the FBI in real time. 10  Yet, there is no public

reporting of this number. Similarly, there is no consolidated

number for the incidents reported to the Secret Service or

other federal law enforcement agencies. This is despite the

fact that the Uniform Federal Crime Reporting Act of 1988 (P.L.

100-690) 11  compels federal law enforcement agencies to

report nationwide criminal statistics to the FBI. 12

The government is trying to improve its data collection

e�orts, but the planned �x isn’t enough. The National

Incident Based Reporting System (NIBRS), which was �rst

approved for use in 1988, 13 would lead to more accurate

reporting across all levels of America’s law enforcement

agencies, including state and local, but these agencies have

been slow to report into it. NIBRS is replacing the older

Uni�ed Crime Reporting (UCR) system administered by the

FBI and designed to capture reporting from federal, state, and

local law enforcement agencies on the number of crime

incidents in the United States across a number of categories

and details about these crimes such as known information

about victims and o�enders. Prior to this, the UCR only

collected federal crime data. However, only a fraction of state

and local law enforcement agencies are reporting into NIBRS.

Currently, less than half of the total 17,985 state and local law

enforcement agencies identi�ed by the President’s 21 st

Century Policing Report do so. 14 Those agencies that have

reported into NIBRS represent 105 million citizens in the

United States, less than one-third of the total population.

Currently, NIBRS does not have reporting for the crime

incidents that a�ect the other 250 million citizens in the

United States

Underreporting by both individual victims and private sector

victims is a real issue hindering the collection of reliable

cybercrime data. The IC3 estimates only about 10 to 12% of

cybercrimes are reported through their portal. 15  DOJ has said

that only one in six fraud victims report to law



enforcement. 16  There are multiple reasons why this

underreporting takes place. Victims may not believe that they

will get restitution by reporting to law enforcement, or may

not know how or to whom to report. Corporations are also

victims of cybercrime and may be incentivized to not report

to law enforcement. Corporations fear reputational and

�nancial damage that often follows disclosing victimization

of a cyber incident. Litigation costs and �nes can be larger

than the direct cost of mitigating the incident. 17 Considering

these factors, it is not surprising that organizations that were

hacked by China to steal intellectual property were reluctant

to identify themselves as victims and cooperate with the U.S.

government. 18  The crimes that are not counted still have an

economic and social impact, and it is important that we

establish mechanisms to understand their impact.

Surveys of crime victims are one method of capturing more

accurate data on the size and scope of the problem, but the

current surveys implemented by the U.S. government do not

capture cybercrime incidents. For example, the National

Crime Victimization Survey (NCVS) is an annual household

survey of the United States that covers 95,000 households

and is conducted by DOJ’s BJS. 19  The survey is anonymized

which encourages disclosure of victimization for crimes that

individuals are reluctant to report to law enforcement, such

as sexual assault or fraud. As identi�ed by the 2017 GAO

report on Cost of Crime, the NCVS does not report on

cybercrime. 20  It does report on identity fraud, which may

happen online, but is only one of many types of cybercrime.

The crimes that are not counted still have an
economic and social impact, and it is important
that we establish mechanisms to understand
their impact.
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At the private sector level, anonymized surveys allow

corporations to be counted as victims without fearing any

further damage, but federal surveys of this kind have been

discontinued. BJS’ National Computer Security Survey, last

conducted in 2005, surveyed over 7,000 businesses in the

United States and found that over two-thirds had been a

victim of cybercrime that year. 21  Although the survey did not

have a great response rate, the survey also found that most

businesses did not report these incidents to any law

enforcement authority. Considering the trajectory of

technology and crime, it is likely that this number would be

much higher if such a survey were conducted today, which

would help to fully understand the impact of cybercrime on

the corporate sector.

Measuring the cost of cybercrime

To develop adequate and e�cient policy solutions to tackle

cybercrime, it is crucial to understand the societal harm it

in�icts. An accurate assessment of the cost of cybercrime

would draw attention to the issue and create political will to

act on it. The current numbers reported by the FBI through

IC3 are in con�ict with numbers reported from other studies.

The 2018 annual IC3 reported that cybercrime cost $2.71

billion in victim losses in 2018. 22 However, this does not take

into account the indirect losses from the incident. 23  The

White House Council of Economic Advisers estimate the total

cost to the U.S. economy is between $57 and $109 billion.

Other private sector studies put this amount much higher. 24

Adapting a harm-based approach for collecting
incident data would allow policymakers to tally
the cost from individual incidents and present a
more accurate picture of the overall impact of
cybercrime on commerce and the economy.
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Unfortunately, current e�orts by law enforcement to collect

information on the cost of cybercrime remain inadequate.

The 2016 study by the White House Council of Economic

Advisors identi�ed several gaps in data collection that

hindered their collection. 25 A GAO study on the Cost of Crime

in 2017 identi�ed cybercrime as a category of crime not

covered in the FBI’s index for calculating the costs of

crime. 26  The report further stated that “cybercrime may

occur frequently and could pose signi�cant societal costs, but

systematic information on these types of crimes is not

available.” Adapting a harm-based approach for collecting

incident data would allow policymakers to tally the cost from

individual incidents and present a more accurate picture of

the overall impact of cybercrime on commerce and the

economy.

Even if all federal, state, and local law enforcement agencies

report into NIBRS incidents of cybercrime and other forms of

crime, that alone is not su�cient to assess the full impact of

these crimes on victims, especially the cost. The National

Academies of Sciences, Engineering, and Medicine (NASEM),

a non-pro�t entity established by Congress in 1863, has

recommended a data collection framework modeled o� of

one recommended by the United Nations that would allow for

more detailed reporting on di�erent types of cybercrime and

other forms of crime beyond what is collected through

NIBRS. 27  The report also states that “the nation’s crime

statistics will remain inadequate unless they expand to

include more than just simple tallies with no associated

measure of uncertainty or capacity for

disaggregation.” 28  The authors advocate for including

important measures related to an o�ense, particularly on the

harm caused to victims of each incident such as direct or

indirect losses from a crime. These di�erent measurements

would help understand the full impact of crime incidents

beyond just that they occurred. 29  While the

recommendations in the report are relevant for all crime,

they are particularly applicable to cybercrime. In NIBRS, a

ransomware attack which can shut down an entire hospital or



city administration would be given an o�ense count of one.

That does little to convey the impact of what actually

happened. A new crime data infrastructure that takes a harm-

based approach would help understand the real world impact

and cost of these crimes.

2. Measuring the extent of law
enforcement efforts against
cybercrime
The U.S. government does not currently have a

comprehensive mechanism in place across government

agencies to measure the extent of law enforcement e�orts

against cybercrime. Only law enforcement in the United

States can actually impose consequences on the human actor

behind cybercrime. Measuring these e�orts allow us to

examine the e�ectiveness of current policies and strategies.

They also let policymakers assess if the current level of

resources committed to deal with cybercrime are adequate

and utilized e�ciently.

One data point used to measure law enforcement

e�ectiveness in bringing criminals to justice is clearance

rates. Law enforcement agencies can clear an o�ense by

arrest or by exceptional means such as the death of the

o�ender. These clearance numbers can then be reported as a

clearance rate, which allows the public to see how many cases

were closed versus the total number of incidents reported in a

given year. This rate allows the public to determine the

extent to which law enforcement is making progress in

bringing criminals to justice. 30 While the old Uni�ed Crime

Reporting (UCR) system did not separate out clearances by

arrest or exceptional means, NIBRS does allow for this much

more detailed data. 31

Although federal law enforcement agencies are required to

report crime and arrest data through the FBI by the Uniform

Federal Crime Reporting Act (P.L. 100-690) 32 , many do not do

so. 33  That is in stark contrast to the sophisticated reporting

on other types of property crime such as arson or motor-

vehicle theft where NIBRS reports the number of incidents,



incidents cleared by arrest, and cleared by exceptional

means. 34  In the memo, “Reader’s Guide to Understanding

the U.S. Cyber Enforcement Architecture and Budget”, Third

Way has identi�ed close to 20 law enforcement agencies in

the federal government that take enforcement action against

malicious cyber activity. 35  Most of these agencies provide no

metrics on their activities. While this paper will not delve into

the reporting structures of each one of them, certain law

enforcement agencies have reported out individually speci�c

metrics on their e�orts. The FBI used to report the number of

arrests made for cybercrime from each �eld o�ce but

discontinued this practice after 2015. 36  Only the Secret

Service’s numbers are representative of the entirety of their

e�orts. The Secret Service reports the number of annual

arrests made for cyber related o�enses and the potential

losses prevented. 37  The reports do not provide a

methodology for how these losses are calculated. The FBI, in

their annual Congressional Budget Justi�cation, provides

some information regarding their activities to counter

cybercrime but is less detailed. The FBI reports the number of

convictions for Internet fraud and the number of “high-

impact” Internet fraud targets neutralized. 38 Internet fraud

does not cover all areas of cybercrime that the FBI prosecutes

and there is no de�nition of what “high-impact” targets are

or what neutralized refers to. The FBI uses a similarly vague

term, “disrupted,” to deal with counterterrorism cases that

has been criticized by civil liberties groups. 39

Federal, state, and local law enforcement agencies are

responsible for the protection of the citizens of the United

States. Collectively they spend billions of dollars to ful�ll this

mandate each year. An accurate measure of their e�orts to

counter cybercrime is required for policymakers to judge the

e�ectiveness of current strategies and the e�ciency of the

current resources allocated. Without an e�ective and e�cient

approach, no progress can be made in the �ght against

cybercrime.

3. A long-term benchmark: defining
success in the fight against



cybercrime.
Along with measuring the size of the cybercrime problem and

the e�orts to reduce it, there is not currently a mechanism in

place to evaluate the impact of these e�orts across the U.S.

government. Former Deputy Attorney General Rod

Rosenstein has admitted publicly that he grappled with the

question of “measuring success” on a daily basis. 40  There

has not been a dedicated e�ort across government agencies

to determine what metrics should be used to monitor and

evaluate how well law enforcement is doing in punishing and

deterring malicious cyber actors.

An important component of evaluating government e�orts

against cybercrime is the establishment of success metrics.

Currently, the FBI and DOJ lack comprehensive performance

metrics that set targets for cybercrime and measure how well

they are doing in reaching those targets. For other categories

of crime, such as organized crime and white collar crime, the

FBI sets targets like cases cleared or dollar amounts

recovered. 41  None of DOJ’s 12 long-term performance

measures mention cybercrime. 42  In the federal government,

only the Secret Service sets targets for each year, reported to

Congress, on a number of cyber-related measures. This

includes the amount of dollar-loss prevented by Secret

Service cyber investigations as well as the number of law

enforcement o�cials trained in cybercrime and cyber

forensics. 43

While success metrics can serve as useful benchmarks, they

can also have unintended consequences. As the 9/11

Commission documented in the terrorism context, case

targets can often set up skewed incentives to take on easy,

low-impact cases instead of targeting the most critical cases

that may be more complicated. 44  We do not know the best

None of DOJ’s 12 long-term performance
measures mention cybercrime.
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way to set targets for law enforcement in cybercrime. There

may be lessons to be learned from criminology studies in

other areas of crime that are similar to cybercrime.

Proceeding to do so without doing our due diligence could

lead to more harm than good. More work is required to

understand the best way to move forward that is beyond the

scope of this memo.

Congress can take a number of
actions to improve the state of
cybercrime metrics.
Congress has an important oversight role over America’s law

enforcement agencies, which are currently lacking the

mechanisms and abilities to collect critical data on

cybercrime. In the past, major changes in crime data

collection in the United States have come from congressional

action. Congress needs to act once again to reform crime data

collection to adapt them for the 21 st  century in which a large

majority of crimes have a digital nexus to them. The following

recommendations provide Congress a path to ensure the

United States has robust metrics to assess how well the

government is doing against the burgeoning cybercrime

wave.

The �rst set of recommendations help establish a baseline on

the size and scope of cybercrime in the United States and

boost the reporting of data that law enforcement agencies

already possess but have either never disclosed or

discontinued its collection. The second set of

recommendations focus on reforming the current crime data

collection systems and infrastructure to allow for more

detailed reporting on cybercrime e�orts. The �nal

recommendation focuses on evaluating the success of law

enforcement e�orts against cybercrime.

1. Establishing a baseline
Congress should require the FBI and DOJ to
report data that these entities already



collect (or did collect) on cybercrime but is
no longer made public. This includes:

Releasing arrest numbers for cybercrime in
the annual incident-based reporting data
released by the FBI.

The Uni�ed Crime Reporting Act of 1988 (P.L. 100-

690) 45  requires all federal law enforcement agencies to

report crime data through the FBI. Yet, some of these

agencies have never reported these numbers to the

FBI. 46  Currently, state and local law enforcement agencies

are beginning to report crime data through the NIBRS system

that allows for more detailed information to be distilled about

crimes that occur in the United States, including cybercrime.

However, federal agencies, including the FBI and Secret

Service, are not doing the same. Congress should call on DOJ

to assess why all 20 federal law enforcement agencies tasked

with enforcing cybercrime, including the FBI and its smaller

programs like IC3 and iGuardian, do not report arrest,

incident data, and clearance rate for cybercrime through

NIBRS. Congress should also increase funding to the DOJ’s

state and local grant-making program to ensure more state

and local agencies adopt NIBRS.

Publishing data as part of the FBI’s annual IC3 reports that

assesses perpetrators of cybercrime in cases investigated by

the FBI.

Congress should mandate that the IC3 return to the more

detailed reporting it provided until 2009 on cybercrime cases

that are self-reported by victims into the FBI system. This

includes details on perpetrators of cybercrime for cases where

the FBI has been able to investigate and identify the

person(s) that committed a cybercrime. Additionally, the

mandate should require the IC3 reports to provide data on the

number of incidents that were investigated and led to an

arrest or some form of enforcement action. This data should

correspond to the NIBRS reporting as well.



Reinstating the DOJ Bureau of Justice Statistics’ (BJS)

National Computer Security Survey, which is a private sector

survey on cybercrime.

DOJ’s BJS instituted a survey of the impact of cybercrime on

private sector victim organizations from 2001 until 2005. It

has since been discontinued. Congress should pass legislation

to authorize BJS to develop a new improved survey

instrument for the current day and ensure that the

Commerce, Science, and Justice Appropriations bill provides

su�cient funding for this to occur annually. This survey

allows for the collection of anonymized cybercrime data from

victim companies. In addition, Congress should also require

that the National Crime Victimization Survey cover

cybercrime, to collect anonymized cybercrime data from

individual victims. Anonymized surveys would be able to

collect incident data from victims that are reluctant to report

for a variety of reasons.

2. Reforming Crime Data Reporting
Systems:
Congress should advance legislation that
takes into account the recommendations
laid out by The National Academies of
Sciences, Engineering, and Medicine
(NASEM) in 2018. This includes:

Establishing a new crime incident reporting
system that measures the harm caused by
cybercrime.

Congress should take steps to move the United States

towards a harm-based approach to collect crime data that

allows the public to assess the impact of crimes on victims

and better account for crimes that occur in the 21st century.

NASEM in 2018 recommended this approach not only to

improve more holistic reporting on cybercrime, but to

improve the accuracy and utility of crime statistics in this

country across all categories of crime. Before advancing

legislation that adopts the recommendations of the 2018



NASEM report, Congress should request a GAO assessment on

the feasibility of implementing a harm-based approach to the

collection of crime data overall and particularly in the cases of

cybercrime. This study could also assess the feasibility of

implementing other harm-based crime reporting approaches

speci�c to cybercrime, such as an approach used by the

European Union. 47

Additionally, Congress should host a series of hearings with

experts in the �eld of crime reporting and cybercrime to

better understand the gaps in the current system and their

e�ect on understanding the full impact of cybercrime to help

policymakers make more informed policy changes on how

crime data is collected.

3. Evaluating Success and Future
Research:
Congress should fund research to study the
possible mechanisms that the U.S.
government could adopt to measure and
evaluate the effectiveness of its efforts to
reduce cybercrime through law
enforcement actions. This includes:

Leveraging the National Science Foundation
and others to study cybercrime to
understand the best way to define success.

Congress should work towards evaluating law enforcement’s

e�orts against cybercrime and require them to eventually set

targets that can measure the e�ectiveness of these e�orts.

To start, Congress can request GAO to conduct a study of the

current mechanisms that the U.S. government uses to

measure and evaluate the e�ectiveness against other types of

crime and whether they would be applicable for cybercrime.

Congress should also fund grants to study cybercrime

through the National Science Foundation. This would include

analyzing what performance targets could be established for

di�erent enforcement agencies to measure their e�orts

against these targets, being mindful to not set skewed



incentives that reward reaching these targets at the expense

of pursuing more complicated and time-consuming cases.

Conclusion
To begin to make improvements in the government's ability

to bring enforcement actions against cybercriminals, there

must be a comprehensive assessment of current government

e�orts across all agencies with a role in cyber enforcement to

determine what is working and what might need to change.

Baseline statistics are required to make informed policy

choices to mitigate the cybercrime wave. That baseline does

not currently exist. Congress must work towards

implementing the recommendations detailed in this memo

on cybercrime metrics to: 1) establish a baseline, 2) reform

crime reporting systems, and 3) evaluate the success of law

enforcement e�orts against the threat. Congress should

engage law enforcement, the academic community, and the

private sector in these discussions to ensure that we have

comprehensive and robust metrics, which is the �rst step in

the �ght against cybercrime.
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