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Takeaways
The Dobbs decision to overturn Roe v. Wade is exposing Americans to unprecedented

intrusions into their private decisions and activities. Our purchases, communications, travels,

health information, and innermost thoughts are logged, stored, and transmitted at a scale

unimaginable half a century ago. As some federal and state lawmakers move to criminalize

abortion care, the evidence available to investigate and prosecute abortion in 2023 towers

over what could have been collected in 1973.

Period-tracking apps: law enforcement exposure could depend on where the app

company’s headquarters is located.
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Chats and Message apps: private conversations could be outed if encryption is not end-to-

end.

State privacy law: California’s new law guarding digital privacy will likely be challenged in

court in other states and doesn’t apply to cell phone companies not headquartered in the

state.

GPS: Physical tracking devices could provide a roadmap to prosecution.

With the protection of Roe v. Wade rescinded and an emboldened e�ort to criminalize both patients

and providers of abortion care, the private chats, searches, and other pieces of our daily digital

footprint are suddenly the epicenter of a new the battle for privacy. Unshackled by the Supreme

Court’s Dobbs decision, anti-choice lawmakers are pursuing legislation to prosecute women and

those who care for them, made possible by the technology and data used in our everyday activities

and communications. With estimates that one in four women will have an abortion, 1  a signi�cant

number of Americans may �nd that private medical decisions, conversations, and personal data

now expose them to criminal liability.

Post-Dobbs, there are myriad avenues that law enforcement could potentially exploit to prosecute

women seeking an abortion – leveraging a digital trail that few women would reasonably expect

could be used against them.

Law enforcement agencies generally obtain an individual’s data in one of three ways: by accessing

the physical device, making legal requests to tech companies, or buying the data from a third party.

In this paper, we outline the major ways Dobbs is rippling through the technology sector, impacting

tools and apps that are used every day by millions of Americans. Keeping pace legislatively with

these rapid changes in a sector that is already highly �uid will be daunting, but the fate of millions

of women who need an abortion, as well as the medical professionals who provide abortion services,

hang in the balance.

Period-Tracking Apps
One of the �rst alarms raised in the immediate aftermath of Dobbs was how period-tracking apps

could be weaponized by law enforcement in states with abortion prohibition to identify and punish

women having abortions. Period-tracking apps are often used to help discreetly plan around

menstrual cycles, identify when one is most fertile, or notice any irregularities that may be

indicative of an underlying health issue. 2  Many worry a prolonged missed period followed later by a

return to a normal menstrual cycle could tip o� police to an aborted pregnancy – a hypothetical

that sounds like it originated in The Handmaid’s Tale.
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How a period app may be leveraged by law enforcement depends on where the app developer is

headquartered, where users’ data is stored, and whether the data is sold to any third parties such as

data brokers. 3  For example, the popular period app Clue is based in Germany, where it is prohibited

under EU law from sharing users’ health data – including to advertisers or law enforcement the

United States. 4  The astrology-oriented period tracker Stardust went viral in the immediate

aftermath of Dobbs for its allegedly strong privacy protections, but has turned out to have more

ambiguous policies and technological protections in place for users. 5

A data broker is a company that collects and aggregates user information from other companies,

like location history, purchases, contact details, and social media pro�les. Data brokers can help

companies tailor better products and advertisements, but their secrecy and lack of regulation raise

serious privacy concerns. Data brokers generally do not have a direct relationship with the

consumers whose data they store.

Another highly popular period tracker Flo settled Federal Trade Commission allegations in

2021 6   7  that the company shared its users’ health data with third-party data analytics providers

despite promising such data would be kept private and despite the third parties’ terms prohibiting

the sharing of such data. 8  In a case where a period app has shared a user’s menstrual data, the

police could seek such data either from the app itself or any third parties it disclosed such

information to. (Flo, to its credit, has become a privacy innovator since Dobbs v. Jackson, rolling out a

new “Anonymous Mode” 9  that allows users to track their menstrual information without logging

any identifying information, and, under its FTC settlement, is prohibited from sharing users’ health

data with third parties without consent.) Even after a user has deleted a period-tracking

application, the application may still hold onto their data 10  unless requested to delete it.

Altogether, someone who has procured or self-induced an abortion while living in a state where it is

illegal would be justi�ed in feeling paranoid about how any period-tracking apps they have used

may, in turn, be used against them.

Some experts, however, are less concerned about the legal risk that period-trackers could pose to

women seeking abortions. As Kendra Albert (Harvard Cyberlaw Clinic), Maggie Delano (Swarthmore

College), and Emma Weil (Upturn) point out, no digital evidence-based prosecutions of

How a period app may be leveraged by law
enforcement depends on where the app developer is
headquartered, where users’ data is stored, and
whether the data is sold to any third parties such as
data brokers.
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abortion 11  anywhere in the world have relied upon data from period tracking apps. Because a self-

induced abortion and a miscarriage are medically indistinguishable and would show the same e�ect

in someone’s menstrual cycle, it would be di�cult to prove intent in such a case without something

more substantive, like search history or messages (which have been used in such prosecutions and

are discussed below).

Chat Applications and Encryption
One police investigation in Nebraska reported shortly after the Dobbs decision spurred a notable

amount of debate and uproar – as well as misinformation and misunderstanding. In June 2022,

Nebraska police issued Meta a warrant for the Facebook Messenger private messages of a 17-year-

old and her mother after police had exhumed a fetus that had been buried in a plastic bag. 12  The

family told the police detective that the 17-year-old had given birth prematurely to a stillborn child,

and then buried it themselves. Because the fetus was in a plastic bag, police sought the mother and

daughter’s Facebook messages to determine if it was truly stillborn or had been asphyxiated. The

turned-over messages showed that the daughter self-induced an abortion with her mother’s help

while 28 weeks pregnant.

Hereafter, many misconceptions abounded. Nebraska police issued the warrant to determine

whether the baby had been stillborn or asphyxiated – not aborted – and Meta was not provided any

details in the warrant regarding the basis of the investigation. Furthermore, while the news

reporting took place after Dobbs, the events themselves occurred before the Supreme Court decision.

Finally, none of the charges levied against the family hinged on Dobbs – the abortion was

terminated at 28 weeks, outside Nebraska’s 20-week window pre-Dobbs, and was not performed by

a physician, as state law required.

Nevertheless, the furor prompted important questions about how Facebook Messenger and other

chat applications would handle law enforcement requests post-Dobbs. This controversy would likely

have been prevented if the mother and daughter had been using end-to-end encryption. When

encryption is “end-to-end,” it means that the content of the message (or video, call, or �le) is

encrypted at every point between the sender and receiver. No unencrypted, readable records of the

communication ever transit through or get stored at the intermediary – in this case, Meta.

For example, Meta owns another chat application WhatsApp whose messages are end-to-end

encrypted by default. 13  If police had issued Meta a warrant for WhatsApp chats instead, they would

have only received undecipherable gibberish unless they could unlock one of the investigation

targets’ devices.

Facebook �rst o�ered an encrypted option on Messenger in 2016, 14  but very few users have

changed their settings to enable it. This may be due to the general public’s low level of knowledge

and understanding of the option. Meta’s research has found that users quickly become confused
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when asked about encryption and instead become concerned that Meta was reading their messages

up until now.

A sudden shift to widespread end-to-end encryption also faces a number of challenges. Users

prioritize being able to access their prior messages over the messages’ privacy. That accessibility

could be impeded if their chats are all encrypted and locked behind passwords wholesale across

devices. Built-in end-to-end encryption would also make a chat app more di�cult for users with

limited data storage and bandwidth, and it would cut o� communications between users unless all

parties in a chat have updated Messenger to enable encryption.

The overturn of Roe v. Wade will likely reignite tech companies’ motivation to roll out encryption for

customers and users by default – a trend that began soon after the leaks of Edward Snowden. Meta

and similar companies can render any evidence police may seek useless and avoid controversy

simply by encrypting all user chats by default. Rolling out strong encryption more widely is a good

thing – encryption is a net-positive for Americans individually and as a nation 15  – but it does have

tradeo�s: strong encryption makes law enforcement and intelligence investigations more di�cult,

no matter how high the stakes are. Con�icts between cops and Silicon Valley like the infamous 2016

legal stando� between Apple and the FBI 16  over the San Bernardino shooter’s iPhone will become

more likely. Police and intelligence agencies will have to be more creative and resourceful about

navigating around encryption to achieve access to plaintext evidence 17  (as, in fact, they did in the

San Bernardino case). 18

California Data Haven
On September 27, California Governor Gavin Newsom signed AB 1242: 19  a bill to make the state a

“data haven” for health information related to abortion and reproductive health. The bill requires

that outside law enforcement show the information they seek from a California corporation is not

related to any abortion-related crime 20  that would be legal under California’s own laws. It bans

California police from sharing information about abortion with police outside the state and largely

stops tech companies in California from sharing information related to abortion with outside

investigators.

Facebook first offered an encrypted option on
Messenger in 2016, but very few users have changed
their settings to enable it. This may be due to the
general public’s low level of knowledge and
understanding of the option.
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Tech companies like Google and Meta, under AB 1242, are restricted from providing GPS data, user

searches, personal communications, or any other data if issued with an out-of-state warrant for an

abortion investigation. This applies not only for abortions performed in California, but anywhere, as

long as the data sought is held by a California company. Given that American technology giants are

overwhelmingly headquartered in California, the implications of this legislation are vast.

But GPS data is not the only way to track a suspect’s location. When a cell phone connects to the

nearest cell tower, the tower logs the device’s connection and approximate location. In urban areas

where cell towers are closer together, this data can be used to triangulate a person’s location as

closely as ¾ of a square mile. 21  This is much less precise than GPS data, but taken together with

other data, such a period app, may su�ce to show a suspect traveled out of state to procure an

abortion.

No mobile service providers in the US are headquartered in California, meaning cellular

triangulation data is not clearly protected under AB 1242. If a police department in an abortion-

prohibiting state parleys directly with the mobile service provider, circumventing California police,

it is possible they may even be able to prosecute an abortion performed within California.

Besides the cellular triangulation loophole, the sweeping data protections in AB 1242 are likely to be

challenged in federal court. These companies frequently have not only customers but o�ces across

the country, including the states in question. While proponents of AB 1242 believe the measure is

eminently justi�ed, they are not necessarily optimistic 22  that it will stand up to judicial scrutiny.

It is also important to note that this legislation would not have prevented Nebraska police from

obtaining evidence from Meta in the aforementioned abortion investigation. 23  In that case,

Nebraska police requested a warrant to investigate the asphyxiation, burning, and illegal burying of

an infant. That may portend future, bad-faith manipulation of search warrants for infanticide or

illegal burying of a body that are, in fact, pursuant to an abortion case, but it is much too early to

tell.

Abortion Clinics and GPS

If a police department in an abortion-prohibiting
state parleys directly with the mobile service
provider, circumventing California police, it is
possible they may even be able to prosecute an
abortion performed within California.
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With abortion criminalized, Planned Parenthood and other clinics o�ering abortions will become

the legal equivalent of trap houses, with one key di�erence: trap houses don’t publicly list their

addresses.

To demonstrate the risk that GPS data could pose post-Roe, a Vice investigative reporter purchased

location data from the third-party data broker company SafeGraph, 24  which aggregates GPS data

collected from other smartphone apps. Its datasets have many mundane and even noble use cases,

such as tracking customers’ visits to Dunkin’ vs. Starbucks to determine brand loyalty, or even

identifying super-spreader events in a pandemic. However, post-Dobbs their GPS data at abortion

clinics can be quickly weaponized at scale.

The GPS data for one week of visits to over 600 Planned Parenthood facilities nationwide cost only

$160 to acquire. Although the data does not include the identities of the visitors, it gives informed

guesses of where they live based upon where smartphones tend to spend the night, broken down by

census tract. Datasets like this can quickly be seized upon not only by law enforcement to punish

people having abortions, but also by anti-abortion vigilantes seeking to “doxx” 25  and harass

patients. Anti-abortion activists already use location data to target anti-choice ads 26  at phones in

abortion clinics. SafeGraph has since committed to stop selling location data of people visiting

abortion facilities. 27

For years, researchers have known and demonstrated 28  the privacy risks of tracked location data,

even when it is anonymized. This issue long predates Dobbs and far exceeds it in scope. Foreign

intelligence agencies, for example, could quickly winnow targets for blackmail by narrowing a

dataset of smartphones in DC to those that spend working hours in the Capitol Building and

recently spent a few days in a psychiatric or drug rehabilitation facility. Last year, a Catholic

publication purchased location data from the popular gay hook up app Grindr to out a

priest 29  whose GPS coordinates included gay bars, the U.S. bishops conference headquarters, and

his personal residences – leading him to resign.

Even without data brokers, companies like Google are often asked for this location data directly in

so-called “geofence” warrants, 30  requesting information on who visited a particular location such

as a crime scene in a certain period of time. Google requires users to opt into collecting their

personal location data instead of collecting it by default. Google’s policy also includes multiple

layers of safeguards against overbroad geofence searches in investigations, such as initially

The GPS data for one week of visits to over 600
Planned Parenthood facilities nationwide cost only
$160 to acquire.
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anonymizing the data that is shared. However, Google will de-anonymize certain data, allowing

police to identify whose phones were at the place in question, if law enforcement can produce

enough information that a�rms the need.

Although these warrants are incredibly useful for investigators, their use raises serious privacy

concerns. 31  Depending on the location and timeframe, these warrants have the potential to

identify hundreds of people, possibly contravening the Fourth Amendment protection against

unreasonable searches and seizures. One federal judge in Virginia has ruled that the high number of

innocent bystanders swept up in a geofence warrant makes them unconstitutional, 32  although this

does not a�ect the legality of geofence warrants elsewhere in the country.

In response, Google announced in July that it will signi�cantly curtail 33  its user data tracking, even

when customers opt in. Location data for visits to domestic violence shelters, abortion clinics,

addiction treatment facilities, and other similar places will no longer be stored. The company will

also be more reticent in complying with law enforcement requests for data, hopefully protecting

users who are getting abortions at illicit facilities in states with abortion prohibition. (Apple does

not store user location data.)

Search Engines and Healthcare
Search engines like Google (and Google Maps) have previously come under scrutiny in the abortion

debate, but for a very di�erent reason: for years, anti-abortion activists have eagerly bought up ad

space and stood up anti-abortion clinics – usually termed “crisis pregnancy centers” – in order to

bait-and-switch people seeking abortions. According to a June 2022 letter by Senator Mark Warner

(D-VA) and Congresswoman Elissa Slotkin (D-MI), 34  37% of Google Maps and 11% of Google

search results for “abortion pill” and “abortion clinic near me” turn up anti-abortion clinics, in

select states. 28% of Google ads were also for anti-abortion clinics. Google has since begun clearly

labeling and distinguishing between facilities that actually perform abortions and anti-abortion

clinics, 35  so that a user searching for nearby abortion clinics will no longer have “crisis pregnancy

centers” misleadingly displayed.

One way law enforcement could investigate abortion would be by serving Google with a warrant or

subpoena for anyone who performed a particular incriminating search, like “how to induce an

abortion.” In this hypothetical, investigators begin with the search query and then use that to

identify users – they do not begin with a suspect and then check their search history (which is

commonplace and largely uncontroversial). This technique, which some consider an

unconstitutional search and seizure under the Fourth Amendment, is known as a “keyword search”

or “reverse keyword search.” Privacy activist Albert Fox Cahn likens this to asking a library to share

the names of anyone who checked out a speci�c book, saying “we would never allow that in the

analog world.” 36  Depending on how narrow the parameters of a keyword search are, it could be

characterized as a ”�shing expedition” 37  – an informal, subjective legal term for an overbroad

search for incriminating information by investigators.
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The constitutionality of keyword searches may become clear sooner rather than later. In Denver,

police investigating an arson that killed �ve members of a Senegalese immigrant family asked

Google to identify any users 38  who had searched for the address of the home in the 15 days before

it was attacked. After initially pushing back, Google returned information on 61 search queries.

Investigators winnowed down those results, asking Google for more information on the ones that

looked promising. Police eventually homed in on one 17-year-old and issued requests to Meta,

Snapchat, and cell carriers for more detail on his other online activities and communications,

eventually collecting enough evidence to charge him and two other juveniles. Lawyers for the

teenage defendant argue that the original keyword search that �rst led police to him and his

alleged accomplices was unconstitutional – the �rst defense team ever to legally challenge this

technique in court.

If keyword searches withstand judicial scrutiny under the Fourth Amendment, the implications for

abortion prohibition are serious, but we must right-size our concerns. The propriety of keyword

searches, if they are judged to be constitutional, will likely depend on how narrowly the

investigators are searching. Police cannot, under the Fourth Amendment, keep a running list of

everyone who borrows The Anarchist Cookbook from the local library. However, if someone detonates

a bomb matching the exact speci�cations in The Anarchist Cookbook, a judge will likely approve a law

enforcement warrant requesting records of who recently borrowed it from the library. Similarly, a

judge is unlikely to grant a perpetual warrant for anyone searching “where to get an abortion

nearby” in a state with prohibition, but they may grant one in a limited timeframe and geographic

area if police bust an illicit abortion facility.

Keyword searches are distinct from a more traditional investigation of a speci�c user’s search

history. If law enforcement o�cials have good reason to suspect someone of a serious crime, they

have wide latitude to investigate that person’s activity online and o�ine – whether that crime is

arson or abortion. So it is important to di�erentiate between police asking Google “who is

searching for how to get an abortion?” and “did this suspect in particular search for how to get an

abortion?”

In August 2022, several hundred Google employees signed a petition 39  asking the company to

protect users, employees, and contractors in several ways regarding abortion post-Dobbs, including

refusing to comply with law enforcement demands for abortion-related searches. While Google’s

July announcement 40  broke ground in privacy policy by declaring the company would

If keyword searches withstand judicial scrutiny
under the Fourth Amendment, the implications for
abortion prohibition are serious.

T WEET  T HIS



10

systematically purge records of visits to abortion clinics and similarly sensitive facilities, it did not

explicitly say it would deny abortion-related search requests – rather, it a�rmed its longstanding

policy of pushing back on requests it considers “improper” or “overly broad.” Now that California

Governor Gavin Newsom has signed AB 1242, Google no longer has discretion to comply with or

deny out-of-state legal demands for abortion-related searches: as long as the procedure is legal in

California, Google will be prohibited from complying with the request.

Criminalizing Providing Info on Abortion
Since Dobbs, there has also been a push for “aid and abet” laws that would further criminalize a

broad swath of health care providers, family members, or friends even tangentially related to an

abortion. In July 2022, three Republican South Carolina state senators introduced a sweeping bill to

criminalize abortion, 41  known as SB 1373 or the “Equal Protection at Conception – No Exceptions

– Act.” The bill features the classics of anti-abortion extremism: up to 25 years in prison for anyone

performing or procuring an abortion, with no exceptions for rape or incest. But one speci�c

subsection has raised eyebrows: SB 1373 would make it illegal to “aid, abet, or conspire” to provide

an abortion, including “providing information… by telephone [or] internet” and “hosting or

maintaining an internet website” if the perpetrator knows “the information will be used, or is

reasonably likely to be used.”

SB 1373 faced swift and sweeping opposition from the Electronic Frontier Foundation, 42  Center for

Democracy & Technology, 43  and several other technology- and human rights-focused advocacy

organizations. Even South Carolina’s Republican Governor and State Senate Majority Leader have

opposed the bill, 44  due to First Amendment violations. The State House of Representatives instead

passed the narrower HB 5399, 45  criminalizing abortion with exceptions for rape and incest, and no

mention of criminalizing merely providing information. Currently, SB 1373 looks doomed, but as

unhinged as it may be, it is not entirely an outlier: the bill is based on model legislation by the

National Right to Life Committee (NRLC), the oldest and largest anti-abortion organization in the

country.

SB 1373 would make it illegal to “aid, abet, or
conspire” to provide an abortion, including
“providing information… by telephone [or]
internet” and “hosting or maintaining an internet
website” if the perpetrator knows “the information
will be used, or is reasonably likely to be used.”
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The rami�cations of SB 1373 for the First Amendment are clear to observers across the political

spectrum. They are also absurd. The aforementioned 1971 Anarchist Cookbook remains in circulation

today, indexed by the Library of Congress, 46  despite containing literal instructions to build

explosives and manufacture LSD, having survived countless concerned letters 47  from Americans to

J. Edgar Hoover’s FBI, under the aegis of President Richard Nixon. If The Anarchist Cookbook is

protected under the First Amendment, it is hard to imagine a website o�ering information on how

to access abortion services is not. Criminalizing the provision of information to procure or induce an

abortion is simply unconscionable, unconstitutional, and unworkable.

Oklahoma has passed a similar but vaguer law, 48  which is being called the strictest in the country.

The Oklahoma statue makes it a felony to “advise” anyone or provide them means to procure an

abortion. That, arguably, covers the same ground as South Carolina’s bill and beyond, creating

possible criminal liability not only for online information providers but con�dantes, rideshare

drivers, librarians, and even employers who cover reproductive healthcare and travel costs for

employees who must leave the state to undergo an abortion. Medical practitioners in the state

worry they will face criminal penalties for merely telling a patient what their options are.

Given the vague and broad nature of the Oklahoma law’s phrasing, it is deeply chilling for

Oklahomans’ privacy, freedom of speech, and access to reproductive medicine. Yet, for the same

reason, it remains to be seen what exactly it will mean for digital freedom and online privacy in

practice. Perhaps prosecutors will focus on parties that arguably “aid and abet” an abortion in a

narrow and material sense, such as employers that o�er to cover the costs for any sta� that must

travel out of the state for an abortion (an example Oklahoma Senate President Pro Tempore Greg

Treat cites). While ghoulish, exercising that discretion may minimize the law’s impact on digital

privacy and rights – both in Oklahoma and any other state that chooses to emulate it.

The state of California has forcefully pushed back against legislative e�orts like those in Oklahoma

and South Carolina by launching abortion.ca.gov, a resource for Americans both inside and outside

California to learn more about abortion, their rights, providers, and reproductive care �nancing.

The website, which collects no personal information on visitors, is available in English and Spanish

and will be translated into more languages. Other states may seek to suppress this information by

blocking their citizens from accessing the website, but e�orts like this generally fail without an

authoritarian apparatus of surveillance and censorship on par with that of the Chinese Communist

Party.

Conclusion
Since the landmark Supreme Court decision Dobbs v. Jackson Women’s Health Organization was

decided in June 2022, overturning nearly �ve decades of precedent set by Roe v. Wade, the

rami�cations for American society have been staggering and far-reaching. What was once a medical

procedure, protected by a constitutional right to privacy, is now a serious crime punishable by up to

�ve, 10, or even 15 years in prison.
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The impacts of this tectonic shift in the internet and technology space are still becoming

apparent. Roe v. Wade held that the “liberty” in the Fourteenth Amendment constitutionally

protected the right to individual privacy, which is also a core principle in how modern

communications technologies are designed. 49  Stripping this constitutional right and reclassifying

it as a crime will a�ect digital technology profoundly and gravely. Technology executives and state

governments are being forced to deal with this ugly reality, whether they support it or not.

Policymakers will need to step in.
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