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Cybercrime is a persistent and transnational threat with the rates in the United States
estimated to have up to quadrupled during the COVID-19 pandemic. Unfortunately, law
enforcement in the United States and globally has struggled to keep up with this crime,
resulting in a considerable enforcement gap that allows cybercriminals to operate with
near impunity. In the United States, only 3 in 1,000 malicious cyber incidents will ever

see an arrest and the global enforcement gap is likely to be similar. !

The investigation of one cybercrime case often involves criminal justice systems in

many different countries, requiring intense international cooperation to bring the
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perpetrators to justice. The United States is a member of a number of formal and
informal mechanisms that help facilitate this cooperation. This includes being a party to
a number of binding treaties—particularly the only global cybercrime treaty known as
the Budapest Convention—as well as a member of key networks and in multilateral
forums. The United States is also a member of a number of entities aimed at developing
norms to guide the behavior of nation-states in cyberspace where cooperation in

cybercrime investigations is encouraged.

This memo includes an explainer of the threat and these cooperation mechanisms in

three sections:

o Abrief overview of the cybercrime threat and the need for strengthened global

cooperation to combat it;

« A mapping of the existing infrastructure on global cybercrime cooperation that the
United States is a participant in, including international organizations and treaties,

and efforts to undermine this infrastructure; and

o Abrief discussion of the existing forums for cyberspace norm development that the

United States is a member of and the intersection with cybercrime enforcement.

As the Trump Administration continues to disengage and pull funding from
international organizations, some countries, particularly China and Russia, are working
to fill this void and promote their vision of Internet control in different cyber-related
forums. It is critically important that Congress understands the international
infrastructure for global cybercrime cooperation, promotes US leadership within these

entities, and ensures they have adequate funding to pursue their efforts. 2

Global cooperation is required to counter the
growing and often transnational threat of
cybercrime.

Cybercrime is a threat that continues to grow in size and scope, hitting governments,
businesses, organizations, and individuals in the United States and around the globe.
Criminals can now easily create whole new categories of crime that can easily cross borders
with the tap of a keyboard. Investigating these crimes and imposing consequences on the
perpetrators often requires strong cooperation between criminal justice actors in the United

States and those in other countries.



While global statistics on cybercrime are difficult to ascertain, the data that is available tells us
that cybercrime appears to be increasingly pervasive with the costs of attacks growing
exponentially. 3 Some estimates put the global cost of cybercrime in excess of $6 trillion
annually by 2021, up from $3 trillion in 2015. 4 A 2013 United Nations (UN) draft survey found
that a majority of the 69 countries polled said cybercrime was increasing or strongly

increasing. 5

Cybercrime is conducted by a range of actors, including state and non-state actors with a
variety of different motivations. Some US assessments indicate organized criminals and lone
cybercriminals are generally motivated by financial reasons, while nation-state actors tend to

be more focused on destroying or compromising victim data. ©

Unfortunately, criminal justice actors in the United States and globally have struggled to keep
pace with the rising rate of cybercrime perpetrated by such a wide range of different actors
with a variety of motives. In the United States alone, only 3 in 1,000 cyber incidents reported
to the Federal Bureau of Investigations (FBI) see an arrest. 7 And some available global data

indicates that the enforcement gap is no better in many other countries. 8

Part of the reason this enforcement gap is so large is because many cybercriminals are not
located in the United States and the investigation of these crimes, therefore, requires the
cooperation of government actors in other countries who may be unable or unwilling to help
in bringing these actors to justice. 9 A single cybercrime incident can hit countless victims in
multiple countries independent of the location of the perpetrators, which means cybercrime
investigations must frequently involve criminal justice systems in many different locations.
For example, one cybercrime ring alone targeted over 100 financial institutions in more than
40 countries with its malware and the arrest of its leader required the cooperation of the FBI
with five different countries’ police, private cybersecurity companies, and the European

Union’s police cooperation agency known as EUROPOL. 1°

Reducing the rate of cybercrime in the United States and lowering the enforcement gap can
only be achieved if the United States has the mechanisms and political leadership in place to
improve global cooperation in these cases and means for eliciting cooperation if needed.
Fortunately, the United States is a member of a number of bodies and mechanisms to help

facilitate this cooperation.

The United States is a member of numerous
bodies and mechanisms that facilitate global
cooperation on cybercrime.

There are numerous existing organizations, networks, agreements, and treaties that the

United States is a participant in or member of that play a role in facilitating cross-border



cooperation in cybercrime cases. This includes one-on-one agreements the United States has
in place with other countries (or bilateral agreements) and those that are regional or global in
nature (or multilateral agreements). The below maps some of the components of this

infrastructure on global cybercrime cooperation. This infrastructure could be undermined by

recent efforts supported by countries that endorse an authoritarian model of Internet control.

. Multilateral Treaties

Convention on Cybercrime of the Council of Europe (Budapest
Convention)

The Budapest Convention, opened for signatures in 2001, is the only legally binding
international treaty on cybercrime. It sets common standards on investigations and facilitates
criminal justice cooperation in cybercrime cases for its 65 member countries. 1! The treaty has

been ratified by many non-Council of Europe members, including by the United States (which



holds observer status in the Council) in 2006. 12 The treaty is important because it provides a
guidepost for nations to create and harmonize their own comprehensive national legislation
on cybercrime. If done adequately, this helps ensure the legal framework is in place to allow
for US cooperation with these countries in cybercrime cases. The Budapest Convention has
also served as the basis of other binding regional cooperation agreements on cybercrime that
the United States has been supportive of. 13 It is not a static treaty and can be updated to meet
evolving needs, as is currently being done for a new protocol dealing with electronic

evidence. 4 Civil society groups have called for ensuring that human rights safeguards are

strongly protected in these updates. 15
UN Convention against Transnational Organized Crime (UNTOC)

The UN Convention against Transnational Organized Crime came into force in 2003 and is
another legally binding mechanism that the United States is a party to ever since its
ratification in 2005.1® While this Convention is aimed at preventing and combatting
transnational organized crime, the US government has noted that its provisions are
sometimes used to facilitate cooperation in cybercrime cases. This may be particularly helpful

since 190 countries are party to this Convention, so it has wide reach. 17

Inter-American Convention on Mutual Legal Assistance of the
Organization of American States (OAS)

Similarly, while this Convention is not specific to cybercrime, its provisions allow for the
United States to request from and provide legal assistance to OAS members, which could help

facilitate regional cooperation in cybercrime cases. 18

Treaties and Agreements to Facilitate US
Cybercrime Cooperation

Multilateral
Budapest Convention: The only legally binding global treaty on cybercrime.

UN Convention against Transnational Organized Crime (UNTOC): A legally binding
global treaty to prevent and combat transnational organized crime that can facilitate

cooperation in some cybercrime cases.

Inter-American Convention on Mutual Legal Assistance of the Organization of
American States (OAS): A regional treaty that can facilitate cooperation among OAS

member states in criminal cases.

Bilateral



Mutual Legal Assistance Treaties (MLATs) and Mutual Legal Assistance Agreements
(MLAAs): Treaties and agreements that formally establish procedures for the US to
request from and provide legal assistance to other countries, including in cybercrime

cases.

CLOUD Act Agreements: Agreements that could be signed between the US and other
governments that meet privacy and civil liberties standards regarding the sharing of

data across borders.

Extradition treaties: Allows the US to request the surrender of cybercriminals from

another country for prosecution or punishment for crimes committed in America.

Il. Bilateral Treaties and Agreements

The United States has signed numerous treaties and agreements directly with other countries
that are critical in facilitating US cooperation with those governments in cybercrime
investigations and prosecutions, including by allowing for the collection and sharing of

evidence across borders. This includes:

Mutual Legal Assistance Treaties (MLATs) and Mutual Legal
Assistance Agreements (MLAAs)

MLATs and MLAAs are agreed upon directly between the United States and other countries
and they obligate the two sides to produce documents and other evidence, summon
witnesses, issue warrants, and comply with agreed upon processes to do so if assistance
requests in criminal cases are received. They are the most common way the United States
requests assistance from other countries in criminal matters, including in cybercrime cases. As
of 2018, the United States had entered into MLATSs with 65 other nations and the EU.19 The
United States also has an MLAA with China, as well as one with the American Institute in

Taiwan and the Taipei Economic and Cultural Representative Office. 2°
CLOUD Act Agreements

The United States is one of a small number of countries where the most data is collected and
stored, which means each year the US Department of Justice fields an enormous number of
requests from foreign governments who seek access to electronic evidence stored in this
country for cybercrime and other criminal cases. This has caused a large backlog of requests
and significant delays in response time, which hinders the timely investigation of cybercrime
cases. 2! In 2018, Congress passed the “Clarifying Lawful Overseas Use of Data Act” (CLOUD

Act, P.L. 115-141) to allow the United States to enter into negotiations for executive



agreements with other nations who can meet certain privacy and civil liberties standards in
order to facilitate cross-border data sharing directly between US companies and foreign
governments (hopefully reducing the backlog and delays). 22 The United States has entered

into such an agreement with the United Kingdom and is negotiating another with Australia. 23
Extradition Treaties

The United States has signed extradition treaties with over 100 countries, which establish a
process whereby one country surrenders an individual to another country for prosecution or
punishment for crimes committed in the requesting country’s jurisdiction. 24 These treaties
are critical because they allow the United States to request the extradition of accused
cybercriminals to be brought to this country to stand trial. But the United States does not
have such a treaty with some of the countries that are most problematic in terms of
cybercrime emanating from their borders such as Iran and North Korea. 2> More recent
treaties have also included a “dual criminality” requirement, which requires the charged
conduct to be criminalized in both the requesting and requested jurisdictions for an
extradition to proceed. This can create challenges for the United States in facilitating
cooperation with countries where their national laws have not been updated to criminalize

different forms of cybercrime. 26

The United States’ membership in INTERPOL, the world’s largest police organization, can also
help facilitate extradition, and other forms of cooperation, in cybercrime cases. 27 INTERPOL
allows for the United States to send and respond to requests for information and assistance in
criminal investigations. 28 Its red notice system is the closest thing that exists to an
international arrest warrant and, through this system, the United States can circulate notices
for cybercriminals that are wanted for extradition to other countries so they can try to locate

and arrest the individual(s). 29
Other Bilateral Cooperation Initiatives

The United States is engaged in numerous bilateral cybercrime cooperation initiatives with
other nations. These dialogues are aimed at, among other things, building on existing treaties
like the Budapest Convention to increase cooperation in cybercrime investigations. 3° The
United States also contributes to bilateral and regional capacity building efforts on
cybercrime, which can help boost the capability of countries to be able to cooperate in these

investigations. 3!
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lll. International Organizations, Forums, and Networks

In addition to these formal agreements, there are many international organizations, forums,
and networks the United States is a member of or participant in that help facilitate informal
cooperation. These mechanisms can be important to facilitate the exchange of information in
criminal cases and sharing of expertise and experience, particularly between the United States

and countries where no formal treaties exist or diplomatic relationships are not strong. These
include:

United Nations Commission on Crime Prevention and Criminal

Justice (CCPCJ)

The UN CCPCJ was established in 1992 and is the principal UN policymaking body on all issues
related to crime prevention and criminal justice, including cybercrime. The United States is
currently an elected member of the Commission, providing the US government with a forum
to discuss and exchange expertise and experience on cybercrime issues. 32 The CCPC]J also
governs the work of the UN Office on Drugs and Crime (UNODC), which educates countries on
cybercrime and conducts important capacity building programming to help boost the
capability of other countries to investigate it. 33 It is also the preparatory body for what is
colloquially known as the UN Crime Congress—a high-level meeting of government officials

held every five years to discuss important criminal matters where cybercrime has been a
primary focus in recent years. 34



Organization for Security and Co-operation in Europe (OSCE)

The United States is a participating State in the OSCE, which is the world’s largest regional
security organization and includes 57 countries from North America, Europe, and Asia. 3> The
organization has worked to develop confidence-building measures (CBMs) to reduce conflict
between countries that arises from the increased use of information and communications
technologies (ICTs). These CBMs encourage countries to put in place national legislation to
facilitate the voluntary cooperation between law enforcement agencies to counter the
criminal use of ICTs and have a point of contact to facilitate communication. 3¢ The OSCE has
also implemented projects to build the capacity of countries in regions such as Eastern Europe

on cybercrime. 37

Organization of American States (OAS) Inter-American
Cooperation Portal on Cyber-Crime and Working Group

The United States participates in the Inter-American Cooperation Portal on Cyber-Crime,
which was created to facilitate information exchange from government experts with
cybercrime responsibilities within OAS member states and streamline cybercrime
investigations and extraditions. 38 The OAS’ Cyber-Crime Working Group seeks to develop
mechanisms to enhance and strengthen cooperation among its regional members in the area

of cybercrime. 39
Group of Seven (G7)’s 24 /7 Cybercrime Network

The G7 is a forum to bring together the leaders of the world’s leading industrial nations,
including the United States. Its 24/7 Network, which includes more than 70 nations,
establishes points of contact to respond to urgent requests from governments to preserve

digital evidence, including in cybercrime cases. 4°

The United States also participates in the Council of Europe’s Network of 24/7 Contact Points
and INTERPOL’s secure communication network known as I-24/7, which is a tool that allows

for intelligence and information sharing during cybercrime investigations. 41

European Union Agency for Law Enforcement Cooperation
(EUROPOL)’s Joint Cybercrime Action Taskforce (J-CAT)

As one of 16 member countries in EUROPOL’s J-CAT, the United States has sent liaisons from
the FBI and Secret Service to participate in the Taskforce’s standing team of cyber liaisons and
work with other members to support joint intelligence-led, coordinated action against

specific cybercrime threats. It has had a number of successes in arresting cybercriminals. 42

Global Forum on Cyber Expertise (GFCE)



The United States is a member of the GFCE and participates in meetings of its Cybercrime
Working Group. The GFCE is comprised of public and private sector members and works to
strengthen international cooperation on cyber capacity building, including by sharing

research and expertise on cybercrime and serving as a clearing house for projects. 43
|

While these agreements, organizations, and networks might help to facilitate the United
States’ cooperation with other governments on cybercrime enforcement, efforts underway by
governments with competing visions on cybercrime cooperation might hurt progress in this

area.

In particular, Russia, with the support of China and other countries who have advocated for a
more authoritarian model of state control of the Internet, has pushed for a new global
cybercrime treaty at the UN. After winning a vote on a UN resolution at the end of 2019,
negotiations on such a treaty will begin after an organizing meeting scheduled for August
2020. The resolution advances Russia’s long-standing goal of replacing the Budapest
Convention with a global treaty that more closely aligns with its vision of what international
cooperation on cybercrime should look like. Broader global cooperation on cybercrime would
be an important positive step, if possible, given the countries where cybercrime most often
emanates from are not members of many of the above conventions and agreements. However,
the vague language in the draft treaty circulated by Russia and its 2019 resolution raise a
number of human rights and procedural concerns, including whether such a new global treaty
would be used as a tool for targeting free speech. And a new treaty could create separate, and
perhaps competing, mechanisms for global cooperation on cybercrime, leading to less not

more progress. 44

Additionally, China’s efforts to work through international organizations to promote its
“Digital Silk Road” and set standards on ICTs that run counter to United States’ efforts, as
well as rising tension between the two countries over COVID-19, could impact the

effectiveness of a number of mechanisms in place for US-China cybercrime cooperation. 45

United States efforts to push back against these moves will continue to be hindered by an
American diplomatic corps that has seen growing resignations and vacancies, including the
complete elimination of the State Department’s top cyber diplomat under the Trump
Administration, and continued attempts to slash the Department’s budget, particularly the
global cybercrime programming of the Bureau of International Narcotics and Law
Enforcement Affairs (INL). 40 Disagreements between the Trump Administration and
Congress have largely left America leaderless on cyber diplomacy despite the urgent need for

strengthened global cooperation on cybercrime and other cyber-related issues.



Forums for the development of norms in
cyberspace may help boost cybercrime
enforcement cooperation.

The United States is a member of several bodies focused on the development of norms for
nation-state behavior in cyberspace, which has been a priority area for Congress. While those
forums are largely kept separate from those on cybercrime, the United States could work to

better connect these debates and encourage cooperation.

The development of norms to guide responsible nation-state behavior in cyberspace has been
a priority area for the US government over the last decade as governments around the globe
have gained more and more cyber capabilities. Secretary of State Mike Pompeo recently
stressed the importance of such norms in response to cyberattacks targeting the healthcare
sector during the COVID-19 pandemic. 47 Congress has particularly stressed the importance of
US leadership in such norm development. It is a component of the US International
Cyberspace Policy articulated in the “Cyber Diplomacy Act of 2019” (H.R. 739) and the recently
released report of the US Cyberspace Solarium Commission. 48 Members of Congress have also

directly called on the State Department to step up its leadership in this area. 49

There are a number of global forums that have been established to try to push for consensus
on norms, principles, and rules governing the behavior of countries in cyberspace. Essentially
more clearly defining “rules-of-the-road” specific for cyberspace. In 2015, the fourth UN
Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security (often referred to as the UN
GGE), which the United States was a part of, agreed on a consensus report on the norms,
principles, and rules governing state behavior in cyberspace (although a subsequent 2017 GGE
failed to achieve similar consensus). The report called on nation-states to consider several
voluntary measures, including creating procedures for mutual assistance in responding to
cyber incidents. The United States also agreed upon the G7’s 2017 Declaration on Responsible
States Behavior in Cyberspace (also known as the Lucca Declaration), which committed States
to consider “how best to cooperate to exchange information, assist each other, prosecute
terrorist and criminal use of ICTs and implement other cooperative measures to address such
threats.” Now, the United States is participating in two UN processes, one is a new GGE with
selected members and the other an open-ended working group open to all UN members, that

are focused on further developing cyber norms. >°

In these discussions, the United States would be wise to remind the global community of the
voluntary commitments that have already been agreed upon concerning cybercrime
cooperation and stress that such cooperation is inherently linked to the enforcement of

norms. Discussions at the UN and in other international organizations around cybercrime are



largely kept separate from those on cyber norm development. While there may be good
reasons for keeping those discussions separate, for countries that are new to this debate or
lack the necessary expertise, this can be quite confusing and give the impression that the
enforcement of cybercrime is completely separate from expectations of how nation-states
should behave in cyberspace. ! Yet, addressing cybercrime is inherently tied to the debates
on norms—bringing cybercriminals to justice, regardless if they are state-backed, is an
important component of enforcing norms. Instead of promoting fragmentation, the United
States could work to better link the debates in these forums and support capacity building

efforts to boost the knowledge and expertise of governments in need.

Congress must understand the international
infrastructure for global cybercrime
cooperation and push for US leadership and
resourcing to support these efforts.

As the Trump Administration continues to disengage and pull funding from international
organizations and forums that are working to boost global cooperation on cybercrime, there
will be consequences. This is already resulting in a vacuum that countries who have a more
authoritarian view of what Internet control means are already working to fill. And that will
only undermine the established mechanisms for global cooperation on cybercrime that the
United States benefits from and hurt US efforts to bring cybercriminals to justice. To ensure
this doesn’t happen, it is critically important that Congress understands this international
infrastructure for global cybercrime cooperation, pushes back against efforts that will
undermine US leadership within these entities, and ensures these mechanisms, forums, and
networks have adequate funding to pursue their efforts. This means also ensuring that
America has the high-level leadership to even engage in negotiations around the future

direction of cybercrime cooperation to begin with.
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